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Pre course specifications list 
- Malware Reverse Engineering and Analysis course  
 

Please take note of the following requirements of the course: 

1. Bring your personal laptop 
We do not recommend the use of a corporate laptop that is assigned for your 
daily work as it is likely to store important/confidential documents. During the 
course, malware samples will be provided and the anti-virus (AV) software 
needs to be turned off in order to run the samples in virtual machines (VM). If 
the samples are not run on VM, damages to the corporate laptop may happen. 
Temasek Polytechnic and Kaspersky are not liable for such damages. 
 

2. Ensure that your laptop fit the hardware and software requirements listed 
on the ‘System Requirements’ found on page 2 
 

3. You will receive the ‘Terms and Conditions of using training materials and 
software of the Kaspersky training course’ form 
If you are offered a place of study in the course, you will have to accept and 
agree with the terms and conditions listed by signing on the form. The original 
signed form must be returned to Temasek Polytechnic on the course 
commencement day. 
 

4. Assignments 
There are 2 assignments to be completed and submitted to the trainer, within a 
month from the course end date. Further details on the assignments will be 
provided by the trainer during the course.  
 

5. Certification 
Participants who meet at least 75% of the required course attendance and 
attempt the assessment will be awarded the Certificate of Performance. 
 
The e-certificate will be sent to the participant via postal mail, approximately 1 
month from the submission date of the assignment(s). 
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System Requirements 
 
Hardware Requirements 
The participant’s laptop should fit the following hardware requirements: 

Minimum 

 AMD64 or EM64T processor supporting hardware virtualization 
 8 GB RAM 
 Fast HDD drive with at least 100 GB of free space 
 Monitor and video adapter that support at least 1280x1024 
 At least 2 USB ports 
 100 Mbit Ethernet Card or Wi-Fi adapter 

Recommended 

 4 core AMD64 or EM64T processor supporting hardware virtualization 
 16 GB RAM 
 SSD or HDD RAID (RAID 0 or any other speed oriented setup) with at least 200 

GB of free space 
 Monitor and video adapter that support at least 1680x1050  
 4 USB ports 
 1 Gbit Ethernet Card or Wi-Fi adapter 

 

Software Requirements 
All laptops should run on the 64-bit Windows operating systems and have the following 
software installed: 

 VMware Workstation or the Oracle VM VirtualBox 
The course specific Virtual Machines will be installed on the first day of the 
course  

 MS Office should be installed in the laptop prior to course commencement 
 
 
 
 
 
 
 
 

 


